Keyfactor

Command SaaS

LITE

Stop outages.

Gain visibility and control.

Prevent disruptive certificate outages and take back control with Command SaaS

Lite, a lightweight certificate management solution that deploys in just minutes.

As the volume of certificates at your organization expands rapidly, it’s essential
to maintain visibility and control. Without an accurate inventory, you’re blind
to certificates that may be vulnerable, nearing expiration, or don’t comply with
policy. Outages and audit failures caused by expired or weak certificates lead

to expensive downtime and disruption.

Start your journey to visibility and take back control with Command SaaS$S Lite.
The Azure-based solution automates discovery of public-facing TLS certificates

and those on private networks so you can take inventory quickly.

You can run inventory reports, proactively monitor certificate lifecycles, and
automate alerts to owners. A direct plugin to your public CA allows you to
standardize enroliment and issuance. With easy-to-use dashboards and sched-

uled reports, you’ll ace audits and keep stakeholders informed.

Keyfactor Command Saa$S Lite offers easy-to-digest reports to keep
teams in the know about critical certificate management updates

SaaS on Your Terms:

Get all the benefits of
SaaS-based certificate
management, without complex

infrastructure management

Deploy certificate lifecycle

management from Azure

marketplace

 Use your cloud commitment credit
from MACC (Microsoft Azure
Consumption Commitment) to

cover 100% of the cost

Key Benefits:

e Quickly discover and monitor
your entire certificate inventory
using network discovery and
integrations with your public and
private CAs

» Seeimportant metrics
at-a-glance from dashboards and
easily find certificates by filtering,
sorting and tagging

o Savetime and prevent outages
with real-time monitoring and
configurable alerts for certificate

owners

 Maintain compliance and ace
audits with predefined templates,
role-based access, and scheduled

reporting.

» Easily upgrade to full certificate
lifecycle automation with
Command Saa$S as you scale your

certificate management practice



Key Capabilities

Discover public-facing and internal certificates

Build a centralized inventory of certificates within hours, not days; No spread-
sheets required. Command SaaS Lite integrates directly with one public
CA and one private CA to inventory certificates in real time, combined with

network-based discovery across any TLS port or port range and IP address.

Simplify and streamline management

View all discovered certificates from a centralized dashboard, drill down into
certificate details, and monitor status for configuration, expiration, and compli-
ance. Set up automated alerts to ensure certificates are renewed before they

expire.

Ace audits and keep teams in the know

Schedule reports and monitor your certificate landscape in real-time, so you
can ace audits and keep stakeholders updated. Getimportant updates on your

entire certificate inventory’s status at-a-glance with our dashboard.

Key Features:

CA Sync

Get real-time inventory of certificates
directly from a private (internal) and
public CA.

Dashboards & Reporting

Includes groupings and shows fields like
display name, description, URLs, and even
custom tags.

Network Discovery

Discover and continuously monitor SSL/
TLS certificates via network scanning.

Role-based Access

Integrate with AD or your identity provider
to define granular role-based access and
permissions.

Simplified Enroliment

Predefined templates allow specific users
to start certificate enrollment from the
public CA.

Command PKlaa$S

CLA as a Service + Managed PKI

Command

CLA as a Service

Command Lite

CLM as a Service

DEPLOYMENT SAAS ON-PREMISE OR SAAS KEYFACTOR-MANAGED

CA inventory with

real-time reporting, 1 Public CA /1 Private PKI Unlimited CAs Unlimited CAs
monitoring, and alerts

CA management and

enrollment 1Public CA Unlimited CAs Unlimited CAs

Network-based
discovery: SSL/TLS X X X
scans & integrations

Certificate store
discovery and - X X

advanced integrations

Automated renewal

and provisioning = X X
24/7 managed PKI with
offline, air-gapped root = = Learn More

Contact us at sales@keyfactor.com or
via phone at +1(216)-785-2946.

Ready to eliminate outages and simplify

Get Started

certificate management?


https://www.keyfactor.com/products/cloud-pki-as-a-service/
https://www.keyfactor.com/integrations/?_sft_integration-product=command

