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Agenda
• Introduction, Regulations, and High-Level Roadmap
• Insiders Update
• Bouncy Castle and PQC
• EJBCA 9.1 and Hardware Appliance
• SignServer 7.1 and Signum Improvements
• What’s New in Command 24.4
• Customer Interview with Mihkel Tammsalu of SK ID 

Solutions



Introduction, 
Regulations, and  
High-Level 
Roadmap
Admir Abdurahmanovic, SVP Strategy

Mark Thompson, SVP of Product Management



What’s changing in the 
regulatory landscape?

Let’s talk about

NIS2 | Critical Infrastructure DORA | Financial Sector



Insiders Update

Ryan Sanders, Sr. Director of Product and Customer 
Marketing



Get insider access to the latest updates, events, 
exclusive content, and opportunities to engage with 
industry peers.

Keyfactor Insider 
Program

Benefits:

Be the First
to Know

Insider Tips
& Training

Access Insider 
Opportunities

Insider Newsletter
Monthly updates on product releases, 
relevant content, and events.

Release Notifications
Timely alerts on software and feature
releases relevant to you.

Content & Feedback
Participate in surveys and get early 
access to exclusive content.

Unique Experiences
Invitations to exclusive events
and speaking opportunities.

Roadmap Sessions
Virtual session with product owners.
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25+ 
Peers from 
leading German 
manufacturers 
and enterprises



30+ 
Peers from 
leading UK 
enterprises and 
government 
agencies



Hotel Fountainebleu Miami Beach

March 4-5, 2025



12 Footer goes here12/9/2024

Learn
Engage,
Connect

Gain insights and 
best practices

Hear from Zoom, GRENKE, 
ServiceNow, Royal Caribbean, 
and other customer speakers.

Dig deep and ask 
questions

Get in-depth insights into the 
roadmap and ask questions 
directly from our product 
teams.

Connect with 
your peers

Network with peers and 
Keyfactor end-users in at 
social events and in 
roundtables.



Need a few more reasons 
to attend?
▪ Earn up to 12+ CPE credits

▪ Hands-on experiences & interactive workshops and demos

▪ Sharpen your expertise in PQC, PKI, compliance, and product 
security

▪ Hear from industry leaders, including Gary Foote, CIO at 
Haas Formula 1 Team plus Executives from Zoom, DocuSign, 
ServiceNow, M&T Bank, Gallagher, Santander Bank, and 
more!

Register by December 20 for just $399 



Poll #2

Are you planning to attend our customer 
conference Keyfactor Tech Days March  4-
5, 2025 in Miami, Florida?
1. Yes

2. No

3. Undecided



Bouncy Castle and 
PQC

Mark Thompson, SVP of Product Management



More information at bouncycastle.org

- Open-source cryptographic 
APIs for Java and C#

- Offering solutions for 20+ 
years for:

- FIPS certifications
- LTS releases
- Quantum-ready support

- Free to use, with support 
contracts available

About Bouncy Castle

https://www.bouncycastle.org/


PQC Algorithm 
Momentum: Releases

Java v1.79 contains full 
implementations of the 
new PQC algorithms

- ML-KEM

- ML-DSA

- SLH-DSA

Bouncy Castle C# .NET 2.5.0, 
also featuring the new PQC 
algorithm set is planned to be 
released soon. 

- A working beta containing PQC 
support is already available.

October 31, 2024 December, 2024

BC-FNA 2.0.0, the in-progress FIPS 140-
3 module for C#, now has ML-KEM, ML-
DSA, and SLH-DSA added to it as well 
and is currently going through final 
algorithm validation.

Other Bouncy Castle 
PQC Updates

BC-FJA 2.2.0, the update to BC-FJA 
2.0.0, our existing FIPS 140-3 Java 
certificate, is going through initial 
algorithm validation for the new PQC 
algorithm set as well.



PQC Algorithm Usage

Supporting PQC 
Algorithms in:

- CMS

- PKI

- TLS

KEM Usage:

- Supporting RFC 9629, which 
enables:

- Use of KEM algorithms in 
CMS

- Enables the issuing of 
certificates for KEM keys 
via protocols such as 
CRMF

Evolution of 
Standards and 

Interop Testing:

- IETF hackathons 

- X9 Accredited 
Standards 
Committee

- National 
Cybersecurity 
Center of 
Excellence 
(NCCoE)

Initial work for this has already appeared 
in BC Java 1.79 (October), and should 

appear in BC C# .NET 2.5.0 as well



EJBCA 9.1 and 
Next-Generation 
Hardware Appliance

Magnus Normark, Sr Product Manager

Lutz Stumpe, Senior Product Manager



EJBCA 9.1

Mark Thompson, SVP of 
Product Management



What’s in 
EJBCA 9.1

Quantum-Safe 
PKI
o Issue certificates with NIST 

Approved PQC standards

o Hybrid and single algorithm 
certificates

Other 
improvements
o Extended HSM support

o REST API Extensions

Compliance & 
Protocols
o Matter Operational 

Certificates

o CAA for S/MIME certificates

Major Tech 
Upgrades
o WildFly 32+

o JBoss EAP 8

o Bouncy Castle 1.79

o Gradle

Available Now!
All versions available for customer 

download



NIST Approved PQC Algorithms in EJBCA

• NIST Approved PQC Algorithms currently supported with Soft Crypto Tokens only

• NIST Approved PQC Algorithms with HSM support in roadmap for 2025
• PKCS11 draft standard with support for NIST approved PQC algorithms exists

Approved Algorihtm Replaces Candidate Algorithm EJBCA support

ML-DSA Dilithium EJBCA 9.1

ML-KEM Kyber EJBCA 9.1

SLH-DSA SPHINCS+ Roadmap 2025



Keyfactor EJBCA Enterprise

EJBCA 8 vs EJBCA 9: Tech Stack Upgrade

OS

Java 11, Java 17

JBOSS EAP 7.4, 
Wildfly 24/26

EJBCA 8

OS

Java 17, Java 21

JBOSS EAP 8.0, 
Wildfly 32+

EJBCA 9



Next Generation 
Hardware 
Appliance
Lutz Stumpe, Senior Product Manager
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Hardware 
Appliance

Next-Gen

Built on 10 years of deployment experience

New Hardware Layout
1 HU half-length industrial-grade 
appliance

New Software Architecture
Flexible, container-based software 
under the hood
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NX Hardware
▪ Intel XEON Silver 4410T 
▪ 2TB SSD memory 
▪ 64GB RAM
▪ Dual, field replaceable power supply

NX Software Stack
▪ Containerization
▪ Off-the-shelf Linux
▪ Off-the-shelf orchestration
▪ Inter-container REST based communication 
▪ Side-car containers for managing container lifecycle
▪ HSM agnostic

NX HW App
Whats Inside
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Utimaco 
U.Trust
▪ U.trust Se100

▪ U.trust Se 2k

▪ FIPS 140-2 Level 3

▪ FIPS 140-3 pending
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Thales 
Luna S790
▪ PCIe card

▪ 1 Backup HSM

▪ 1 PED device

▪ 10 PED Keys

▪ 10 Partitions

▪ FIPS 140-2

▪ FIPS 140-3



SignServer 7.1 and 
Signum 
Improvements

Ben Dewberry, Product Manager Signing and Key 
Management



SignServer 7.1 
Meet the new NIST PQ Algorithms Now Supported:

FIPs 204 | ML-DSA 
(previously Dilithium)

• Quantum Resistance but 
larger key sizes, is 
approved for generating 
digital signatures

FIPs 205 | SLH-DSA 
(previously SPHINCS+ )

• Stateless hash-based, a NIST standard 
but not yet approved for creating 
digital signatures for NSS

• Larger signatures and slower 
compared to ML-DSA

CNSA 2.0 FAQ (April 2024)More Info:

https://media.defense.gov/2022/Sep/07/2003071836/-1/-1/0/CSI_CNSA_2.0_FAQ_.PDF


SignServer 7.1 
Deep Dive

SLH-DSA-SHA2/SHAKE-128/192/256-f/s

ML-DSA-44/65/87

Hash Algorithm Strength & 2 options

Simple: Optimized for 
small sigs but slower

Strength

Algorithm Spec Signature 
Size

ECDSA P-256 72B

RSA 4096 512B

ML-DSA 44 2.4K

ML-DSA 65 3.2K

ML-DSA 87 4.5K

SLH-DSA SHA2-128S 7.7K

SLH-DSA SHA2-128F 17K

Fast: Optimized for 
speed but larger sigs

Strength Options



Marketplace 
Customer Portal 
Demo and Roadmap

Mike Bailey, Sr. Product Marketing Manager



Keyfactor Customer Portal Intro

What is it?
- Revised customer portal
- Switch between deployments, even 

with different cloud providers

Who gets access to it?
- Now: Azure users
- December: AWS users

- Comms sent via email before the 
switch to the new portal

What else should I know?
- Existing customers will be migrated over with the same accounts
- SaaS production deployments will not be impacted
- Integrates with SSO solutions, with self-service SSO settings (Adaptive/Always)
- Entitlement data displayed at organization level for administrators



SaaS Portal - Login

AWS & Azure 
SaaS 

Customers 
Only



SaaS Portal - Deployment Tiles

AWS & Azure 
SaaS 

Customers 
Only



SaaS Portal - Additional Tiles

AWS & Azure 
SaaS 

Customers 
Only



SaaS Portal - Unified View

AWS & Azure 
SaaS 

Customers 
Only



SaaS Portal - Unified View

AWS & Azure 
SaaS 

Customers 
Only



SaaS Portal - Unified View

AWS & Azure 
SaaS 

Customers 
Only



SaaS Portal - Unified View

AWS & Azure 
SaaS 

Customers 
Only



What’s New in 
Command 24.4

Sami Van  Vilet, Principal Product Manager



Command 
in 2024

Recap

Workflows
▪ Certificate enters/leaves certificate store container
▪ Post-operation workflow steps
▪ Workflow disabling and version reverting
▪ Alerts can use workflows
▪ Set metadata workflow step
▪ External validation data in workflow data bucket

Certificate owner role
To make user management and certificate ownership even easier to 
manage, it can be set automatically or manually.

Multi-IdP support
Enables support for multiple identity providers, such as Azure AD, Auth0, 
Okta, etc. 

Other enhancements
▪ Orchestrator job history retention limit
▪ SSL/TLS scanning performance improvements
▪ Renewed certificate report
▪ Sync with EJBCA for PQ certificates



Command 24.4
Coming Soon

A new container-based architecture 
for scalability, portability, and easy 

installation

Users can now manage locally stored 
secrets from a PAM provider in the 

UI

Support for local secretsHybrid & PQC support

Ability to inventory and generate 
hybrid and PQC certificates

Users can ensure the database 
upgrade is successful before re-

installing Command

DB upgrade toolContainerization



Poll #3

Which Keyfactor solution that you don’t 
currently use would you like to learn 
more about?
1. EJBCA PKI platform

2. Command certificate lifecycle automation

3. SignServer or Signum signing

4. Bouncy Castle cryptographic APIs

5. PKI as a Service



Customer Interview with 
Mihkel Tammsalu of SK 
ID Solutions



About SK ID Solutions

Key Highlights:

• Qualified Trust Service 
Provider in EU
o Offices in EE, LV, LT

• Certified under eIDAS
• Included in EU Trusted 

List

Background

• Privately-held company 
founded in 2001

• Runs core infrastructure 
for Estonian National eID



ID-card

2002 2007

Services Evolution

Mobile-ID

2014

E-Residency

2015

Timestamping

2017

Smart-ID

Core Competencies

o E-identity solutions
o Strong customer authentication
o Legally binding e-signatures
o Biometric onboarding solutions
o Remote onboarding

2.5B
Transactions per 

year



PKI Pain Points

• Previous CA product line EOL, used for 
~10 years

• Changing architecture:
• CA and OCSP under the same 

product
• Infrastructure harmonization
• More modular services



Regulations and 
Requirements

• X.509 (ITU-T Recommendation)
• RFC
• eIDAS driver ETSI standards
• CA/Browser Forum (optional)
• CC EAL4+ certification
• Interoperability with FIPS, NIST domain



Migration Experience

20M
Active certificates (+ 

non-active)

• Service RA data
• Oracle to Postgre
• New service 

components
• Root PKI hierarchy5

Different 
business services



Advice for a Move to a 
New CA Platform

• Start early!
• Assess your needs – what kind of services you have or will 

have
o Pricing model, support plan(s)

• Do requirements evaluation
o Mandatory, optional, nice to have

• Have 2-3 vendors/platforms to consider
o Talk to them
o Test product technically – key requirements especially!



Open Q&A

56

Ask us anything



Hunger Relief, One Review at a Time

Exciting opportunity to make 
a difference

Keyfactor is partnering with G2 and World Central 
Kitchen to raise $1000 for to feed those affected by crisis

Submit a Review

Your review of Keyfactor EJBCA/Command on G2 will help 
your peers choose the right solution

Support a great cause

Each review you submit unlocks a $10 donation to World 
Central Kitchen, which provides meals to communities 

affected by crises around the world



Thank you!
▪ Give us your feedback!

▪ Check out the attachments

▪ Register for the Insider Program

▪ Reach out to your CSM
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