Keyfactor

Tech Days

Keyfactor | #TechDays2023

2023

Standardization in
Support of the
European Union
Legislation

Stawomir Gorniak

Senior CybersecurityExpert
ENISA




*
***

* *
, enisa

EU cybersecurity legislation - landscape

| EU Cybersecurity Act .f"..:'..:\
@ Network and Information — @g?

Security Directive
Radio Equipment EU Cybersecurity Y
Directive Strategy
. Digital Single

EU Chips Act (@ﬁ Market Strategy
/ Artificial Intelligence Act

Qs

02"

(
Data Act ?\o\

*
x

General Data
Protection Regulation

Cyber Resilience Act

elDAS Regulation

Digital Operational
Keyfactor | #TechDays2023 Resilience Act



Standardisation bodies

CablelLabs
K ciag

llllllllllllllll

LR
ISO
o~ A

oM Y

=

ce® CENELEC

A7
COMPUTING GROUP™

i A\
N\ Z

4

OASIS 3
$IEEE

Lo'] ]:J [ﬂ

(S
GL
Keyfactor | #TechDays2023

)

g
[

g
E
5

?




EU Cybersecurity Act

« ENISA - the EU Agency for Cybersecurity

St
qQ
Permanent mandate, strengthened tasks nda,.
Market related tasks, preparation of draft cybersecurity certification schemes, standardisation ds
Supporting the capacity building and preparedness across the Union

Support to the development of a coordinated response to large-scale cyber incidents and crises

Active support of the Commission and Member States with regard to the development and implementation of
cybersecurity policy and legislation

 Cybersecurity certification framework

Addresses market fragmentation through a harmonized approach

Increase level of cybersecurity withinthe Union

A risk-based approach for voluntary certification covering cybersecurity of ICT products, services and processes
Adherence to Regulation (EU) 765/2008 on accreditation and market surveillance

Defined assurance levels (Basic, Substantial & High)

European cybersecurity certificates

European statements of conformity
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NIS Directive v2 — updates

« New sectors covered Sl’a n

« Stronger risk and incident management and cooperation dards
« Distinction between essential and important entities

* Size-caprule

« Exclusion of microand small enterprises, with exceptions indicated in the
directive

« Art. 19 of elDAS is repealed - inclusion of trust service providers in NISDv2

« Art. 40 and 41 of Directive 2018/1972 establishing the European Electronic
CommunicationsCode are repealed
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elDAS Regulation - electronic
|IDentification and Trust Services
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elDAS Regulation v2 — updates

St
S

« A European Digital Identity Wallet Framework

« The Recommendation for an EU Toolbox for a coordinated approach towards a
European Digital Identity Framework

« Certification of “European Digital Identity Wallets” (art. 6) and of electronic
identification schemes (art. 12) under the CSA

« Harmonised approach to trust, security and interoperability through standards
(multiple articles)

« Three new qualified trust services (provision of electronic archiving services,
electronic ledgers and management of remote electronic signature and seal creation
devices)

« Alignment of the Trust Service provisions with the rules applicable to NISDv2 (articles
17,18, 20, 21 and 24).
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Artificial Intelligence Act - proposal

e Al Act content

« Art 15 - Accuracy, robustness and cybersecurity
« Art 42— Presumption of conformity with certain requirements

« Aspects to consider

* Integration of Cybersecurity in the risk assessment for the determination of high-risk
systems

 Necessary skills and competences of actors related to cybersecurity conformity
assessment

« Regulatory coherence with CSA

« EU Actions

 Preparefor the adoption and implementation of the Al Act (Art. 15)
 Review of Al cybersecurityrelated standards
« Standardisationrequestto ESOs
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Cyber Resilience Act - proposal

“If everything is connected, everything can be hacked”

* |IMmpact assessment: no incentives to produce secure by designh hardware and
software

« Scope: Products with digital elements
« Hardware products and components placed on the market separately
« Software products and components placed on the market separately
« Also included remote data processing solutions

« NOT covered:
« Non commercial projects,including open source
« Servicescovered by NIS2, in particular cloud SasS
« Certain products sufficiently regulated on cybersecurity
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Cyber Resilience Act - proposal

« Cybersecurity rules for the placing on the market of hardware and software
« Obligationsfor manufacturers, distributors and importers

« Cybersecurity essential requirements across the life cycle (5 years)

« Harmonised standards to follow

« Conformity assessment differentiated by level of risk (*highly critical’ —
certification under CSA)

« Market surveillance and enforcement (prohibition, fines — up to 15M or 2,5% of
turnover)
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Other EU legislation

Radio Equipment Directive S{a
« Adoptedin 2017 ndar
ds

« Commission Delegated Regulation of 29/10/2021

European Chips Act
 Proposal -8 February2022

European Data Act
« Proposal -23 February 2022

DORA Regulation (on digital operational resilience for the financial sector)

« Proposedin 2020
« Published 27 December2022
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Thank you!

Stawomir Gorniak
Senior Cybersecurity Expert
Market, Certification and Standardisation Unit

ENISA - European Union Agency for Cybersecurity
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