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20+ Years of Keyfactor and PrimeKey

How can lessons from
the past help with
our PKI future?
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Chief Technology Officer
Keyfactor




20 Years is a Long Time...
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..but PKI has come a long way

Russ Housley
Founder

Vigil Security, LLC




Evolution of PKI:

1995 - 2002: Beginnings of PKI

Nearly all digital certificatesin use are Most organizations h
purchased from public vendors handful of ce

(SSL/TLS)

Government PKI emerges
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Evolution of PKI:

2003 - 2010: The Enterprise PKI Emerges

Microsoft CA Large organizati

(Active Directory Certificate Services) of certil

Enterprise Use Cases:
« Authenticating a mobile workfo

* Internal encryption
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Evolution of PKI:

2y C
2011 - Today: New Uses and Growing Pains @
Qe 2
AW
Internet of Things Problems
Oversigr

Automation

millions

Keyfactor | #TechDays20



Keyfactor | #TechDays2023




What We've
Learned
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PKl is Hard

Or at least hardtodo

Formats and standardizationcaricess



It's hard to
chan ge W RSA key sizes (512, 1024, 2048, 40

algorithms

‘ Fun Fact:

As of Jan 24, 2023, there
were still 143 million TLS
certificates exposed to the
Internet with SHA-1 RSA
signatures

(source: Censys.io)

Keyfactor | #TechDay:



Root-of-Trust
Management is
Important

for functionality,

security
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RSA Conference 2005

A “Real-Life” Man-in-the-Middle Attack on SSL

Ted Shorter, Certified Security Solutions

* Importance of Trusted Root Store

— Know your roots

— Audit your roots



Automation is a Must

Massive scale is now

v common and will only
iINncrease over time



Let's Solve This Togeth

Smooth PQC mi



Thank Youl!

Ted Shorter, CTO
Keyfactor

Keyfactor | #TechDays2023




	Slide 1: 20+ Years of Keyfactor and PrimeKey  How can lessons from the past help with our PKI future?
	Slide 2: 20 Years is a Long Time…
	Slide 3: …but PKI has come a long way
	Slide 4: Evolution of PKI: The First Wave
	Slide 5: Evolution of PKI: The Second Wave
	Slide 6: Evolution of PKI: The Third Wave
	Slide 7
	Slide 8: What We’ve Learned
	Slide 9: PKI is Hard
	Slide 10: It’s hard to change algorithms
	Slide 11: Root-of-Trust Management is Important
	Slide 12: Automation is a Must
	Slide 13: Let’s Solve This Together
	Slide 14: Thank You!

