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C_SignInit->C_SignUpdate->C_SignFinal

vs
C_SignInit->C_Sign

if (mechanism == CKM.EDDSA) {

if (myKey.getSlot().isThalesLunaHsm()) {

// From cryptoki_v2.h in lunaclient

final long LUNA_CKM_EDDSA = (0x80000000L + 0xC03L);

mechanism = LUNA_CKM_EDDSA;

} else if (myKey.getSlot().isUtimacoHsm()) {

/// utimaco detected. CKM.EDDSA=>CKM.ECDSA

mechanism = CKM.ECDSA;

}

}

• Standardization
• SHBS – FIPS 800-208

•Private key can not leave the HSM
•No Backup(?)

•Sign and Encrypt

• PKCS#11
• LMS: soon-ish
• Dilithium et al: Not until standards are out
• Vendor defined attributes

• if and but
• sending large data (pre-hash or not)

• REST based HSMs...
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• Even in 2023 there are new options

• Extension order

• EC compressed points

• ...



Keyfactor  |  #TechDays2023

• "Even in 2023" there are new options

• Matter Subject DN fields

• Ed25519 vs ECDSA vs LMS vs XMSS 
vs Dilithium vs Falcon
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I learn something new about PKI 
every week

Tomas Gustavsson
Chief PKI Officer
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