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@ Jeen-ConnectCA2 - Mc Firefox

a nnectca2:84.

View Certificate

CA Name Jeen-ConnectCA2 (1693403368)

Certificate Version X.509 v.3
Se Number 645CE7 B324D50
Issuer DN C e ’A2,0U=]udicial Information Service,O=Ministery of Security and

Valid from
valid to ;.fn/zh. 10:58 AM
Subject DN CN=Jeen-ConnectCA2,0U=Ju I Information Service,0=

-
e T PR e

— Security and Justitice,C=NL
l Is_e O Subject Alternative Name None
|
Subj ctory Attributes None

RSA (4096 bits): BBFF246A44509 2 7A980D0O597A0AA
Basic constr CA, Path Length Constr,

Key usage Key certificate sign, CRL sign
ended Key U: e No extended key usage specified
Qualified C ificate Statement No
Signature Algorithm SHA256WithRSAEncryption
f-‘ Fingerprint SHA-1 F32A63B40 E8422EDO9
Fingerprint MD5S A290DD
Revoked
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NLD Nederlandse SPECI2014
Bruijn

Mole

0 MAA/MAR 1965

E = HOLDER

= 09 MAA/MAR 2024 DA GE

machine
readable
passport

L

P<NLDDE<BRUIJN<<WILLEKE<LISELOTTEKZ
SPECI20142NLD6503101F240309699999
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eMRTD and Health, CSCA PKI chain

HSM o -

Country Signing
Country Signing CA Certificate X509
Certification Ccsca

Authority - self signed
- CSCA Public Key

KPUCSCa

Document Signing

CA Certificate X509
Cds

- issuer CSCA

- DSCA Public Key

S KPugs

PKI

(o roreoralossorn
e e

STy
’ TR
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0 31810570140,
P 1T 070110
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V g 1 Ag—i RSA 2048 PKCS#15 e
DocSigner (DS) =
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eMRTD CHIP LDS (Logical Data Structure)

EF.CardAccess
1C

Document Signing BRUI JPM P SN [ SELOTTE<<<<<<<<<<<
CA Certificate X509 1 42NLDe S8 B 19699999999 0<<<<<84
- issuer CSCA

|- DSCA Public Key ' Z RANRD

iD

Awtbmttsaﬂu@n
- Checklnyl)S)atghsltFEGCA

EF = Elementary File




eMRTD Passive Authentication

So the digital
signature must
be checked ?

Chip contains data |

Signed by
DS
Document Signer

Document Signing

CA Certificate X509
Cds

- issuer CSCA

§ - DSCA Public Key

T0 1O

1T 0 YO

Country Signing
Certification
Authority

untry Signing
CA Certificate X509
Ccsca

- self signed

CSCA Public Key
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NEDERLANDY/LES PAYS-BAS/THE NETHERLA
LS BEOERLAND LU NEOERLAND EU NICFRLAN
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5-12-2022 l‘.’," 31-12-2022
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PASPOSAT A
Vo msvon
PASSPORT W,

LEEUWARDE
A, V0

O PR JEEN

SURMAME, KANE

VCNLDSWART<<LORD<JEEN<<
ABC123460NLD0311063M221,

- Country Signing
So the digital Certification
signature must Authority
be checked ?

Country Signing

CA Certificate X509
Ccsca

- self signed

- CSCA Public Key

: KPchca

Barcode Signing

CA Certificate X509
Cbs

- issuer CSCA

- BSCA Public Key
KPUbs




COVID International QR code

So the digita _ | osea

<« Internationale QR Details Signature must . .
be checked ? Country Signing

E;ﬁ‘i‘r ‘;%-"'-n w0 : Certifica.tion
i Al y Authority

TR

=%

Country Signing

CA Certificate X509
Ccsca

- self signed

- CSCA Public Key

Dosis 5/5 QRcode Signing
. | CA Certificate X509 f=

- issuer CSCA
1 QSCA Public Key

KPUgs
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@ A National Public Key Directory

NL-NPKD

The Dutch

(oa)
National

L = Public Key Directory
Country Signing _ =
*|CA Cer file Edit view History Bookmarks Tools Help

ccsca B eMRTD Validator - Ju x [e C()Uml‘y Slgﬁlﬂg

-selfsifc) > ¢ @ D& iR = CA Certificate X509

Ccsca
KPu, NL-NSPOC - self signed
- - CSCA Public Key

Justid - eMRTD Validator ~ Home  Validation~  Specifications~

Statistics Maintenance~ NPKD~ SOD Collector ~ Taal / Language~
The Dutch B KPucc,

National
Single Point of Contact

The eMRTD-validator

eMRTD V

The Dutch | - = The Dutch
WSDBL - | 3 ‘ = A
g National 3 ' Bl T National
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eMRTD CVCA PKI Chain International

.,-_.,I
T =

- — - - . - .
~& - ~ Country Verifying Country Verifying

5 CA Certificate H¥ CA cCertificate

Ccvca Ccvca
- card verifyable e .
- CVCA Public Key Cogrjtry_Verlflcatloh t
Certification Authority |

- card verifyable
- CVCA Public Key

—~—
= 0\,’\
- \\ Certification Authority KPucvca

, DVL;A Public Key | Document Verifiction
Certification Authority

KPug,

;11 - issuer DVCA
Inspection System
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Passport/
Passeport

P<NLDFRISIA<<MAQ
NFHOJDSO10NLD590

SEANWO IDSIa ONN 8V

Passport/ KON
Passeport e

Type! Type ntry code/ Code
P NLD
Frisia
Magnus Dux

Nationality/ Nationalité
Nederlandse
ate of Birth/ Date de naissance
03 FEB/ FEB 1959
M/ M

Date of Issue
2 MEI/ MAY 2018

Expiry/ Date d'expiratior

Date de délivrance

Date of

2 MEI/ MAY 2028

s pay

INKRIJK DER NEDERLANDE

NFHOJDSO01

1,78 m

Place of Birth/ Place de naissat

Leeuwarden

Authority/ Autorité

Burg. van
Ferwerderadiel

{older’s Signature/ Signature

P<NLDFRISIA<<MAGNUS<DUX<<<LKLLKLLKKLLKK<LKL
NFHOJDSO10NLD5902039M2805025987654321<<

MDF002




R
A|ABRARLSY
TwAmARLwY
nAawmAWN




fSendtime

Judicial Information Service
Ministry of Justice and Security
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Keyfactor | #TechDays2023
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We are walking around during
these Tech Days. Don't hesitate
to contact us when you have
guestions or want more

jon

Jeende Swart

j.deswart@justid.nl

Corde Jonge

c.dejonge@justid.nl

22



	Slide 1: Dutch Ministry of Justice Chiptechnology and PKI use cases
	Slide 2
	Slide 3
	Slide 4
	Slide 5
	Slide 6
	Slide 7
	Slide 8
	Slide 9
	Slide 10
	Slide 11
	Slide 12
	Slide 13
	Slide 14
	Slide 15
	Slide 16
	Slide 17
	Slide 18
	Slide 19
	Slide 20
	Slide 21
	Slide 22

