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Cryptography

Symmetric encryption
Ke = Kd

Asymmetric encryption
Ke ≠ Kd

E and D are algorithmes

C = E(T) T = D(C)

Encryption E Decryption D

Ciphertext CPlaintext P Plaintext P

Key Ke Key Kd



PKI and HSM

PKI = Public Key Infrastructure
• A set of hardware, software, 

people, resources, policy and
procedures for certificates (create, 
administrate and revoke).

HSM = Hardware Security Module
• Physic, tamper-proof, hardware for

cryptokeys, creating and
administrating.



Certificates

A certificate is a computer file 
which acts as a digital 
passport
• Information about

functionality and use of 
keys
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PRODUCTION DOMAINS
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PKI as a Service
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MRZ
machine
readable
zone

MRP
machine
readable
passport

eMRTD
electronic Machine 
Readable Travel Document



Country Signing
Certification

Authority

CSCA

Document Signing
CA Certificate X509
  Cds
- issuer CSCA
- DSCA Public Key

  KPuds

RSA 2048 PKCS#15
DocSigner (DS)

EF.
SOD

Country Signing
CA Certificate X509
  Ccsca
- self signed
- CSCA Public Key

  KPucsca

HSM

PKI
Document Signer

DS

HSM

eMRTD and Health, CSCA PKI chain



eMRTD CHIP LDS  (Logical Data Structure)

MF = Master File
DF  = Dedicated File
EF   = Elementary File

MF

EF.CardAccess
1C

EF.DIR
1E

EF.ATR/INFO
01

EF.CardSecurity
1D

DF:eMRTD Application
AID=’A0 00 00 02 47 10 01'

EF.SOD
1D

EF.COM
1E

EF.DG1
01

EF.DG2
02

EF.DG15
0F

EF.DG16
10

EF.DG3
03

EF.DG4
04

Document Signing

CA Certificate X509

  Cds

- issuer CSCA

- DSCA Public Key

  KPuds

F

Passive Authentication
- Checking DS against CSCA



So the digital 

signature must 

be checked ?

eMRTD Passive Authentication
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2D Barcode for Visa
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COVID International QR code
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How to get the certificates
where they are needed ?



A National Public Key Directory
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National

Public Key Directory
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eMRTD CVCA PKI Chain International
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f$endtime

That’s it, you made it ……
You can wake up now …
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We are walking around during 
these Tech Days. Don’t hesitate 
to contact us when you have 
questions or want more 
information

Jeen de Swart
j.deswart@justid.nl

Cor de Jonge
c.dejonge@justid.nl
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